
 

Abstract: Islanding detection of distributed generations 

(DGs) is one of the most important aspects of 

interconnecting DGs to the distribution system. Islanding 

detection techniques can generally be classified as remote 

methods, which are associated with islanding detection on 

the utility sides, and local methods, which are associated 

with islanding detection on the DG side. This paper 

presents a survey of various islanding detection techniques 

and their advantages and disadvantages. The paper 

focused on islanding detection using a conventional and 

intelligent technique. 

Keywords: Anti-islanding Detection, Sandia Frequency 

Shift (SFS), Non Detection Zone (NDZ),Active Methods, 

Passive Method, Intelligent Methods, Artificial Immune 

System (AIS). 

1. Introduction  

Distributed Generation (DG) becomes one of the 

most important trends of power system engineering. 

DG is a small electrical power generation devices 

that provides electric power at or near the load site; it 

may be connected to the distribution system or to the 

customer's facilities or both. Generating power near 

to load site reduces the cost, complexity, 

interdependencies, and inefficiencies associated with 

transmission and distribution. It helps on the 

enhancement of the conventional electric power 

system. DG has the ability to adopt different sources 

of energy such as solar, wind, methane, fuel cells, 

gas turbines, and combustion engines. By having 

DG, the source is closer to the load and therefore will 

have fewer losses, provide voltage support, and have 

more controllability of the system. 

Integrating DG with the low voltage distribution 

system, may results in some of problems one of them 

is islanding. Islanding occur when a part of 

distribution system becomes electrically isolated 

from the reset of the power system and still energized 

by the DG that connected to it. Normally, the 

distribution system doesn't have any sources of active 

power generation in it, and when a fault occurs in the 

upstream transmission line it doesn't get power. 

However, when the DG is connected to the 

distribution system, this assumption is changed. At 

the presence of islanding, DG must be disconnected 

from the grid. Islanding can be intentional or non-

intentional. The islanding is called intentional if the 

grid outage is predetermined and scheduled as 

maintenance services. However, the non-intentional 

islanding caused by accidental shutdown of the grid. 

As there are various issues with unintentional 

islanding, it has more of interest. The island can 

occur for the following reasons: As a result of a fault 

that is detected by the utility protection equipment, 

and results in opening a fault interrupting device, but 

which is not detected by the DG inverter. As a result 

of accidental shut down of the normal utility supply 

by equipment failure; As a result of utility switching 

of the distribution system and loads, such as for 

maintenance operations; or, As a result of human 

error. IEEE Std.929-2000 limits the voltage, 

frequency and THD for efficient islanding detection 

[1].  

2. Islanding detection methods  

Monitoring the system and DGs parameters may 

aid in deciding that whether an island occur or not 

then the island can be detected. Islanding detection 

methods can be classified into remote and local 

methods. The local methods can divided into passive, 

active, hybrid and computational intelligence based 

techniques. This can be discussed in the following 

points.     

2.1. Remote Islanding Detection Techniques  

These techniques depend on communication 

between utility grid and DGs. Islanding is detected 

based on the status of the utility connected circuit 

breakers. In these methods, each DG site has a 

receiver, and all the circuit breakers in the line 

leading to the DG site from the utility have 

transmitters. When islanding occurs a signal is sent 

to trip the DG depends on monitoring the state of 

circuit breaker. Although these methods may have 

high reliability, however they are very expensive to 

implement. Traditionally only utility owned wires 

A Review of Anti-islanding Protection Methods for Renewable 

Distributed Generation Systems 

First A.Y. Hatata        Second El-H. Abd-Raboh          Third Bishoy. E. Sedhom 
Faculty of engineering, Mansoura University, Egypt 

eng_bishoy90@yahoo.com 

 



 

and channels subscribed from public telephone 

companies have been considered. Today radio 

transmitting (FM or AM) and optic fibers can be 

added to the list [2-3]. 

2.1.1. Phasor Measurement Units (PMU)  

It defines as a Synchrophasor, and rate of change 

of frequency (ROCOF). A time synchronization 

source is required for PMU. This may be supplied 

directly from a time broadcast such as GPS or from a 

local clock using a standard code. The system 

consists of two units, one of them at the utility 

substation and the other at the DG and time is 

stamped before sending to the receiver. So, it is very 

easy to determine that DG is synchronized with the 

grid or not. [4-5]  

2.1.2. Comparison of Rate of Change of 

Frequency (COROCOF)  

It compares the changing in frequency at two 

locations in the grid. A COROCOF relay at a 

generator set (receiving relay) can distinguish 

between the local disturbance and the disturbance 

due to the blocking signal sent by COROCOF 

sending relay. [4] 

2.1.3. Supervisory Control and Data Acquisition 

System (SCADA)  

The use of SCADA for islanding prevention is 

straight forward. The SCADA system keeps vision 

on the states of circuit breakers. The information 

contained in SCADA should be sufficient enough to 

know that the system is in islanded mode or not. This 

method based on using sensors and communication 

networks already in place for normal grid operations. 

These SCADA networks cover most of the grid. If 

sensors detect voltages when the grid is 

disconnected, a warning system can be triggered and 

the necessary precautions taken. If the inverter itself 

is connected to the SCADA network, it is possible to 

exercise some control over the inverter.   

This method has the advantage that, it eliminates 

islanding and provides partial or full DG control by 

the utility if the system is properly instrumented and 

the necessary communications links are all available, 

it should not have an NDZ. It has disadvantages that, 

it gives a slow response when the system is subjected 

to one or more disturbances, in the presence of 

multiple inverters, they would all require separate 

instrumentation and/or communications links, and 

most of small inverters are below the substation 

levels and this make the implementation of SCADA 

system is impractical and uneconomical. [6] 

2.1.4. Power Line Carrier Communication  

This method is used to solve many of the 

problems associated with inverter-based islanding 

detection methods. Power line carrier 

communications (PLCC) involves sending a low 

energy communications signal along the power line 

itself. Figure (1) shows a system configuration using 

PLCC anti-islanding method. A receiver is installed 

on the customer side of the point of common 

coupling. A PLCC transmitter located at the utility 

sends a signal along the power line to the receiver to 

perform a continuity test of the line. The receiver on 

the customer side will detect the presence or the 

absence of the signal. If the PLCC signal disappears, 

this indicates an islanding event since there is a break 

in the continuity of the line and the PLCC signal is 

lost. [6, 7-10]  

  

 

  

Fig.1. System configuration including a PLCC Transmitter 

(T) and Receiver (R) 

This method has advantages that, it is highly 

effective in islanding detection as it does not have an 

NDZ within the range of normally functioning loads, 

it has no degradation in the PV inverter’s output 

power quality, it doesn't depend on the system size, 

the type of DG connected and the number of 

inverters on the system, and it is simple to control 

and it has high reliability. It has disadvantages that, 

the transmitter on the utility system that is capable of 

sending signals through the DGs inverters may be 

uncommon and quite expensive, but it may be 

economical for an area has a large number of DGs, 

when it is implemented in a network system, it 

requires multiple signal generators and this has a 

high cost in comparison with a simple radial system, 

and it has NDZ if some loads are operating under 

abnormal conditions.   

2.1.5. Transfer Tripping Scheme TTS   

This method depends on monitoring the status of 

all circuit breakers and reclosers that may cause 



 

island to the distribution system. This can be 

achieved by using SCADA system. When a 

disconnection is detected at the substation, the TTS 

indicates the islanded area and sends the appropriate 

signal to DGs to either remain in operation or to 

disconnect from the grid. 

 

 

 

 

Fig.2. Distributed generation power line signaling 

islanding detection 

This method has advantages that, it is very simple, 

for radial system with few DGs and limited number 

of breakers, the system state may be sent directly to 

the DG form each monitoring point, and if it is 

correctly implemented, there is no NDZ in operation. 

The disadvantages of this method are, it requires 

updating, relocation and reconfiguration if the system 

grows and becomes complex so the planning for this 

method is very necessary to consider the system 

growing and using a large number of DGs, and the 

DG control as it may loss the control over power 

producing capability. [6] 

2.1.6. Signal produced by disconnect  

In this method the DG receive the signal from a 

small transmitter that is equipped with the utility 

recloser. This signal is transmitted to the DG when 

the recloser opens through microwave link, telephone 

line, optical fiber, or any other mean of 

communication. This method requires a continuous 

carrier signal and this prevent a failure of the method 

due to a malfunctioning transmitter, channel, or 

receiver. This method has advantages that, it doesn't 

have NDZ, and this method would allow additional 

control of the DGs by the utility, resulting in 

coordination between DGs and utility resources.  The 

disadvantages of this method, they are expensive and 

complex to implement and hence non-popular, it 

would be necessary to instrument all series or parallel 

switches leading to a potential island, and if a 

telephone link were used, additional wiring to every 

distributed generator in a potential island would be 

necessary.  This could be avoided using a microwave 

link, so that inverters in certain locations might have 

difficulty receiving the signal without repeaters or 

boosters. [6, 11]  

2.1.7. Impedance Insertion 

This method inserts low-value impedance, which 

is usually a capacitor bank on the grid side of the 

system inside the potential island, as shown in Figure 

(3). The switch connecting the capacitor to node B is 

normally open. When the switch that connects the 

grid at node B opens, the switch that connects the 

capacitor closes after a time delay. If the local load is 

balanced, islanding will occur before the capacitor is 

connected. Upon connection of the capacitor, the 

balance will be disrupted and the inverter will shut 

down. The capacitor will cause a change in current 

phase and frequency.   

 

 

Fig.3. Impedance insertion method with capacitor bank 

The purpose of the time delay between the 

disconnection of the grid and the connection of the 

capacitor is to eliminate the possibility that the 

addition of the capacitor will balance the load.  If an 

island is formed before the capacitor is connected, 

the inverter will shut down prior to the connection of 

the capacitor. It is possible to use another type of 

impedance, but capacitors are preferred because the 

same designs can be used that are implemented in 

network compensation. This method has the 

advantage that, it is very effective if the delay is 

small enough. As mentioned before, these capacitors 

are already in use in most utilities. If the capacitor is 

already connected, it can simply be disconnected to 

prevent islanding, and it has no NDZs exist when it is 

properly implemented. There are some major 

disadvantages to this method, it can be expensive, 

since additional capacitor banks will be needed in 

most cases, if multiple units are installed at different 

times, it can furthermore lead to uncertainty as to 

who should carry the costs of the additional 

capacitors, the addition of more switches can result 

in additional islanding branches, the operation time 

of this method is also much longer than that of most 

of the other methods. This can lead to equipment 

damage and the failure to meet certain network 

compliances, and this method also requires 

equipment to be installed on the grid side of the PCC, 

which can require additional permits and costs. [6] 



 

2.2. Local Islanding detection techniques  

These methods are depends on measuring the 

system parameters at DG location such as voltage, 

frequency etc. These techniques are further classified 

as: 

2.2.1. Passive detection techniques  

Passive methods work on measuring system 

parameters such as variation in voltage, frequency, 

harmonic distortion. These parameters vary greatly 

when the system is islanded. The difference between 

the islanding and grid connected conditions is based 

on the threshold values set for these parameters. 

These techniques are fast and don't introduce any 

disturbance in the system but they have a large non 

detectable zone (NDZ) where they fail to detect the 

islanding condition. Passive methods are easy to 

implement and consist of equipment installed on the 

DG side. Many of these methods are very cost 

effective, as the relays are already in place for other 

protective requirements. The biggest challenge with 

passive detection techniques is setting an appropriate 

sensor threshold that can identify the difference 

between islands and natural power system variations. 

The general consensus is that the currently available 

passive islanding detection techniques need to be 

combined with active methods to reduce the non-

detection zone, to ensure a higher level of security 

and dependability. The passive methods do not affect 

the waveform of the high voltage. This is beneficial 

since it does not give rise to power quality issues 

such as voltage dips. Another benefit is that 

communication is not required to build up the 

detection system. Communication has traditionally 

been considered as expensive and vulnerable. 

Strengths of passive islanding detection are no 

impacts on PQ and no interference from one 

islanding detection device on another in the case of 

multiple inverters since no disturbances are injected. 

But there are drawbacks that increase the demand for 

more reliable islanding detection methods. Some of 

the passive techniques are: 

2.2.1.1. Rate of change of Output Power 

(ROCOOP) 

The rate of change of power dp/dt at the DG side 

once it is islanded is much greater than rate of change 

of output power before islanding for the same rate of 

load change. This method is more effective for DG 

with unbalanced load rather than balanced load. [7] 

2.2.1.2. Rate of change of frequency (ROCOF)      

This  implies  that  a  relay  uses  the  time  

derivative  of  frequency  to  detect  islanding.  The 

rate of change of frequency, df/dt will be very high 

when DG is islanded. At islanding the  difference  

between  production  and  load  power  is  

outbalanced  with  the  kinetic energy stored in the 

turbine and rotor of the machine. This causes a 

change in the speed which also affects the frequency.   

𝑅𝑂𝐶𝑂𝐹 =
𝑑𝑓

𝑑𝑡
=

∆𝑃

2𝐻𝐺
∗ 𝑓   (1) 

Where,  

∆𝑃 = Power mismatch at DG side 

 𝐻 = Moment of inertia for DG system 

𝐺 = Rated generation capacity of DG 

Large systems have large G and H whereas small 

systems have small G and H. ROCOF relay monitors 

the voltage waveform and operates if ROCOF is 

higher than setting for certain duration of time. The 

setting has to be chosen such that relay triggers for 

island condition but not for load changes. This 

method is reliable for large mismatch in power but 

fails to operate if DG's capacity matches with local 

loads. An advantage of this method along with rate of 

change of power is that, even these fail to operate 

when load matches DG's generation, any local load 

change would lead to islanding being detected as a 

result of load and generation mismatch in islanded 

system. It is clear that the difference between load 

and production affects the speed derivative. If the 

production and load are in perfect balance just after a 

switch to an island operation has occurred the speed 

derivative will be small and difficult to detect. The 

grid frequency will not be affected significantly. 

Hence the ROCOF-relay will not be able to detect 

the islanding. [13-14] 

2.2.1.3. Rate of change of frequency over power 

(ROCOFOP) 

df/dp in a small generation system is larger than 

that of the  power system with larger capacity. Rate 

of change of frequency over power utilizes this 

concept to determine islanding condition. For small 

power mismatch between DG and local load, rate of 

change of frequency over power is much more 

sensitive than rate of frequency over time. [15] 



 

2.2.1.4. Comparison of Rate of Change of 

Frequency (COROCOF)  

COROCOF is based on measuring change of 

frequency such as ROCOF but at two locations, i.e. 

main grid and DG side. COROCOF differentiate 

between rate of change of frequency due to loss of 

main (LOM) and network perturbations. At main grid 

the ROCOF is measured and if the value exceeds the 

limits a block signal will transfer to the DG. At DG 

side the ROCOF will also be determined. When DG 

has not received any blocking signal and the value of 

rate of change of frequency has exceeded the 

threshold the Relay will send trip. Due to much 

computational work the practical implementation of 

this method is very difficult. [7] 

2.2.1.5. Rate of Change of Phase Angle 

Difference (ROCOPAD)  

ROCOPAD method monitors the voltage and 

current signals at the DG side and estimating the 

phasors (amplitude, phase and frequency). Then the 

phase angle difference must be calculated and 

compared with the threshold. ROCPAD is obtained 

as follow:  

𝑅𝑂𝐶𝑂𝑃𝐴𝐷 =
∆(𝛿𝑉 − 𝛿𝑖)

∆𝑡
     (2) 

Where 𝛿𝑉 and 𝛿𝑖 are voltage and current phase 

angles. The ROCPAD relay can successfully detect 

islanding condition even under active power balances 

in DG. They also have fast response. [4, 16] 

2.2.1.6. Voltage Unbalance and Total Harmonic 

distortion   

When islanding occurs, voltage swings occur and 

there will be voltage unbalance change. Voltage 

unbalanced (VU) is calculated by the ratio of the 

negative sequence over the positive sequence. 

𝑉𝑜𝑙𝑡𝑎𝑔𝑒 𝑢𝑛𝑏𝑎𝑙𝑎𝑛𝑐𝑒 =
𝑉𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒 𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒

𝑉𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒
  (3) 

Because of the voltage swings, there will also be 

an increased amount of harmonics in the current; the 

total harmonic distortion can be calculated and used 

to determine if islanding is occurring. Total harmonic 

distortion is calculated by taking the geometric sum 

of the root mean squared (RMS) current of each 

harmonic component and dividing it by the 

fundamental RMS current. 

𝑇𝐻𝐷𝑖 =   
√∑   𝐼ℎ

2∞
ℎ=2

𝐼1
  (4) 

These methods may not be effective for small 

changes. As the distribution networks generally 

include single phase loads, it is highly possible that 

islanding will change the load balance of DG. Even 

though the load changes in DG is small, voltage 

unbalance will occur due to change in network 

condition. [17] 

2.2.1.7. Over /Under Voltage and Under/Over 

frequency  

All grid-connected PV inverters are required to 

have under/over frequency protection methods 

(UOF) and under/over voltage protection methods 

(UOV). These UOF/UOV protective devices protect 

the customer’s equipment and used also as an anti-

islanding detection methods. Consider the system 

configuration shown in Figure (4) in which a 

photovoltaic panel is connected to the grid. Node ‘a’ 

is the point of common coupling between the utility 

and PV panel. When the utility is connected, real and 

reactive power (Ppv +jQpv) will be supplied from the 

DG. If the power rating of the load is greater than 

that of the DG then the power mismatch ΔP, ΔQ will 

be compensated from the grid. However, when the 

grid is disconnected and an island is formed, the 

voltage and frequency will deviate. The behavior of 

this method will depend on ΔP and ΔQ. If ΔP ≠ 0 

then the amplitude of the voltage at PCC will change 

and the UOV protective relay will detect the 

islanding. Similarly, if ΔQ ≠ 0 then the phase of the 

voltage at the PCC will deviate resulting in frequency 

deviation which will be detected using UOF 

protective relays. If ΔP and ΔQ are large enough the 

voltage and frequency will go beyond the nominal 

ranges of UOF/UOV protection devices and a trip 

signal will be sent to trip circuit breaker CB2. This  

method  will  fail  to  detect  islanding  if  the  load  is  

closely  matched  to  the inverter’s output power so 

these methods have a large NDZ. The voltage and 

frequency deviation will not be sufficient to exceed 

the nominal ranges of UOF/UOV protection devices. 

[4, 6, 18-19] 

 

 

Fig.4. Distribution system with photovoltaic DG 



 

2.2.1.8. Detection of Voltage and/or Current 

Harmonics  

This method of islanding detection is generally 

applied in conjunction with inverter based 

technologies when system harmonics are likely to be 

present. In this method, the island detector measures 

the total harmonic distortion (THD), sets a threshold 

and then shuts down when the harmonic distortion 

exceeds that level.  If an assumption is made that a 

utility- connected system is more “stiff” than a DG-

only system, the THD will be less for a utility 

connected system than for a DG-only connected 

system.  There are several factors that can increase 

the level of harmonics in a network. Examples 

include switching  power  supplies,  motor  drives,  

and  nonlinear  components  such  as  overloaded  

transformers.  The  level  of  harmonics  produced  

by  inverters  will  change  between  full  load  and  

no  load  conditions.  A typical requirement for 

Inverters is to meet the THD specification of less 

than 5% under full load conditions.  These  

harmonics  are  often  very  small  due  to  the  low  

impedance  sink  provided  by  the  utility  system  

and  the  measurability  and  the  threshold  setting  

will  exhibit  significant  issues.  This  method  has  

found  setting  thresholds  and  the  ability to  

accurately  measure small harmonics to be very 

difficult to measure and predict.[17, 20] 

2.2.1.9. Phase jump detection   

This method involves monitoring the phase 

difference between the voltage and the current of the 

DG’s output for a sudden jump. Under normal 

condition and for current source inverters, the 

inverter’s output current which will be synchronized 

with the utility voltage by detecting the rising or 

falling zero crossing for synchronizing purposes. 

This can be achieved using a phase locked loop 

(PLL). In case of islanding, the  inverter’s  current  is  

fixed  by  the  utility  voltage  source  since  it  is  

following  the  template provided by the PLL but the 

voltage is no longer fixed. The phase angle of the 

load should be maintained to that before the 

disconnection. In order to achieve this condition, the 

voltage will “jump” to this new phase. The phase 

error is measured and once it exceeds certain 

threshold islanding is detected. Figure (5) shows the 

operation of voltage phase jump detection method. 

 

 

 

 

Fig.5. Operation of voltage phase jump detection method 

For a current sourced inverter, voltage phase jump 

detection is determined by measuring the phase 

difference of the voltage at the point of common 

coupling and the current through the load. For a 

voltage sourced inverter, the phase jump detection is 

determined by measuring the phase difference 

between the current at the point of common coupling 

and the voltage at the inverter. It can also be 

observed that the difference between the voltage 

phase and current phase at the point of common 

coupling changes when islanding occurs. This can 

also be used to determine islanding and can only be 

used if the load is not purely resistive, which is true 

in most cases. [9, 12]  

2.2.1.10. Rate of Change of Voltage  

In this method the usual voltage variations are 

slow in distribution systems, but if one utility system 

becomes islanded from the main distribution system, 

the rate of change of voltage is larger than under 

regular operation. The non- detection zone of this 

method is closely coupled with its sensitivity to 

network disturbances, except in the case of island 

transitions. [21] 

2.2.1.11. Vector Shift  (VS) 

If the MG becomes islanded, the generator will 

begin to feed a larger load (or smaller) because the 

current provided by (or injected into) the power grid 

is abruptly interrupted. Thus, the generator begins to 

decelerate (or accelerate).  The increase (or decrease) 

in current changes the DG terminal voltage (VT). 

Consequently, the difference between VT and 

generator internal voltage (E1) is suddenly increased 

(or decreased) and the terminal voltage phasor 

changes its direction as shown in Figure (6). VS relay 

is very fast in comparison to other method such as 

ROCOF but it is sensitive to network faults and it has 

large NDZ. [16] 

2.2.2. Active islanding detection techniques  

Active methods can detect islanding in case of 

perfect matching between generation and load. These 



 

methods depends on perturbing the voltage and 

current waveforms and then force the system's 

frequency or voltage at the point of common 

coupling to deviate outside its acceptable limits then 

U/OF and U/OV can detect islanding. When the grid 

is connected this perturbation doesn't affect the 

system voltage and frequency as the DGs are 

controlled by the grid. However, when islanding 

occur the system parameters are affected by this 

perturbation and then the deviation from its nominal 

values occur. There are various types of active anti-

islanding detection methods discussed as follow: 

2.2.2.1. Reactive Power Export Error Detection 

(RPEED)            

This method relies on generating a small amount 

of reactive power flow by the DG at PCC that is 

between the DG and the grid or at the location of the 

RPEED relay. When the grid is connected this power 

can be maintained in its acceptable level. However, 

when the grid is disconnected the level of this 

reactive power flow may exceed its limits. This 

method has a disadvantage that it is slow and it 

cannot be used in the system where DG has to 

generate power at unity power factor. [10] 

2.2.2.2. Impedance Measurement  

Impedance Measurement attempts to measure the 

overall impedance of the circuit being fed by the 

inverter. It does this by slightly "forcing" the current 

amplitude through the AC cycle, presenting too much 

current at a given time. Normally this would have no 

effect on the measured voltage, as the grid is an 

effectively infinitely stiff voltage source. In the event 

of a disconnection, even the small forcing would 

result in a noticeable change in voltage, allowing 

detection of the island. The main advantage of this 

method is that it has a vanishingly small NDZ for any 

given single inverter. However, the inverse is also the 

main weakness of this method; in the case of 

multiple inverters, each one would be forcing a 

slightly different signal into the line, hiding the 

effects on any one inverter. It is possible to address 

this problem by communication between the 

inverters to ensure they all force on the same 

schedule, but in a non-homogeneous install (multiple 

installations on a single branch) this becomes 

difficult or impossible in practice. Additionally, the 

method only works if the grid is effectively infinite, 

and in practice many real-world grid connections do 

not sufficiently meet this criterion. [10, 22-23]   

2.2.2.3. Detection of Impedance at Specific 

Frequency  

This method injects a current harmonic of a 

specific frequency intentionally into PCC. At the 

disconnection of the grid, if its impedance is much 

lower than the load impedance at the harmonic 

frequency, then the harmonic current flows into the 

grid, and no abnormal voltage is seen. Upon 

disconnection from the utility, the harmonic current 

flows into the load. If the local load is linear, then it 

is possible to inject a harmonic current into PCC. The 

linear load then produces a harmonic voltage, which 

can then be detected. The name of this method 

derives from the fact that the amplitude of the 

harmonic voltage produced will be proportional to 

the impedance of the load at the frequency of the 

harmonic current. [6] 

2.2.2.4. Slip-mode Frequency Shift   

The perturbation in this method is introduced in 

the form of phase shift as this method uses positive 

feedback to change the phase angle of the current 

waveform at the PCC. When the grid is connected 

the frequency will be stable and within its limits. 

However, in the presence of islanding the system 

frequency is affected by this perturbation and hence 

it becomes outside its acceptable limits, hence the 

OFP/UFP trip and the inverter will shut down on a 

frequency error.  

𝑖𝑖𝑛𝑣𝑒𝑟𝑡𝑒𝑟 = 𝐼𝑖𝑛𝑣𝑒𝑟𝑡𝑒𝑟 sin(𝑤𝑡 + ∅)  (5) 

SMS also has the advantages that, it is simple 

implementation as it only requires a modification to 

existing components in the inverter filter, small non-

detection zones, effective in multiple inverter 

applications, and it provides a good compromise 

between islanding detection effectiveness, output  

power  quality,  and  impact  on  the  transient  

response  of  the overall power system. The 

drawback of this method is that the islanding can go 

undetected if the slope of the phase of the load is 

higher than that of the SMS line, as there can be 

stable operating points within the unstable zone. [6, 

23-24] 
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Fig.6. Plot of the current-voltage phase angle vs. 

frequency characteristic of an inverter utilizing the SMS 

islanding prevention method 

2.2.2.5. Active Frequency Drift (AFD)  

This method is based on injection of a slightly 

distorted current into the PCC. When the grid is 

connected this distortion doesn't affect the frequency 

of the system, but when the grid is disconnected this 

perturbation affect the frequency and hence this 

change in frequency may force the U/OF to 

disconnect the DG. Figure (8) shows an example of 

the distorted DG output current waveform along with 

undistorted sine waveform for comparison. TVutil  is  

the  period  of  the  utility  voltage,  TIpv   is  the  

period of  the  sinusoidal portion of the current output 

of the PV inverter, and t z  is a dead or zero time.  

The ratio  of  the  zero  time tz to  half  of  the  period  

of  the  voltage  waveform,  TVutil /2,  is referred to as 

the “chopping fraction” (cf): 

𝐶𝑓 =
2𝑡𝑧

𝑇𝑉𝑢𝑡𝑖𝑙
  (6) 

  

 

 

 

Fig.7. DG output current using AFD 

This method has advantage that it is easy to 

implement with a microprocessor- based controller. 

However, it intentionally introduces a distortion in 

the system which will result in power quality 

degradation. The NDZ of this method depend on the 

value of chopping fraction used. [15-31]   

2.2.2.6. Sandia Frequency Shift (SFS)  

This method is an improvement to the AFD 

method as it applies positive feedback to the 

frequency at PCC. When the DG is connected to the 

grid, the presence of a strong utility source doesn't 

affect the system frequency. However, at the absence 

of the grid, the frequency error increases, the  

chopping  fraction  increases,  and  the  PV  inverter  

also  increases  its  frequency.  The  inverter  thus  

acts  to  reinforce  the  frequency  deviation,  and  

this  process continues  until  the  frequency  reaches  

the  threshold  of  the  OFP. The chopping factor is a 

function of the error in the line frequency and may be 

computed as: 

𝐶𝑓 = 𝐶𝑓𝑜 + 𝐾𝑠𝑓𝑠(𝑓𝑎 − 𝑓𝑙𝑖𝑛𝑒)     (7) 

Where Cfοis the chopping factor when there is no 

frequency error, Ksfs is an accelerating gain that does 

not change direction, fa is the line frequency 

measured at PCC, and fline, is the nominal line 

frequency. 

The SFS waveform has either odd or even 

symmetry; therefore, there will be a phase shift in the 

fundamental components of this waveform equal 

to 0.5𝜔𝑡𝑧. If the zero current segment is small, the 

higher harmonic components of the current are also 

small, the SFS current can be approximated by its 

phase shifted fundamental component. Thus, the 

angle of the fundamental component of the inverter 

current varies with the frequency of the PCC and the 

chopping factor Cf 

𝜃𝑆𝐹𝑆(𝑓) =
𝜔𝑡𝑧

2
= 𝜋𝑓𝑡𝑧 =

𝜋 𝑐𝑓(𝑓)

2
  (8) 

This method has the advantage that it is easy to 

implement and very effective. It has one of the 

smallest NDZs of all the active anti-islanding 

detection methods. Also, SFS, like SMS, appears to 

provide a good compromise between islanding 

detection effectiveness, output power quality, and 

system transient response effects. There are some of 

disadvantages of this method such as SFS  requires  

that  the  output  power  quality  of  the  PV  inverter  

be  reduced slightly when it is connected to the grid 

because the positive feedback amplifies changes that 
take  place on the grid. Also, it is possible that the 

instability in the PV inverter’s power output can 

cause undesirable transient behavior in the system 

when a weak utility is connected. This problem 

would grow more severe as the penetration level of 

PV inverters into the network increased. [32-38] 

2.2.2.7. Sandia Voltage Shift   

Similarly to Sandia Frequency Shift, Sandia 

Voltage Shift (SVS) also uses a form of positive 

feedback to detect islanding. In this case, the inverter 

decreases its power output and thus its voltage.  

When  the  utility  is  connected,  there  is  little  to  

no  change  in  the  output  terminal voltage, however 

when the utility is not connected, the voltage will 

drop with the  reduction  of  power.  The  positive  

feedback  control  of  the  voltage  reduction  is  



 

further  accelerated downwards until the under 

voltage protection relay trips. In micro-controller-

based inverters, this method is easy to implement. 

SVS is commonly implemented simultaneously with 

SFS, and this combination of methods has been 

demonstrated to be highly effective in preventing 

islanding, with an NDZ so small that it is extremely 

difficult to locate experimentally. The drawback of 

this method is that it creates a reduction of inverter 

efficiency. This method may have small impacts on 

the utility system transient response and power 

quality. [39-42]  

2.2.2.8. Frequency Jump  

Frequency Jump (FJ) is also known as the Zebra 

Method and is a close relative of the Frequency Bias 

method. In the FJ method, “dead zones” are added 

similarly to the frequency bias method, but not in 

every cycle. The frequency is broken into a 

predefined algorithm, with dead zones added every 

second or third cycle. When connected to the utility, 

the inverter only sees a modified current and an 

unmodified utility linked voltage. When in island 

state, the voltage and current change as per the 

inverter programmed wave shape. Therefore, the 

inverter can detect an island by the modified 

frequency, or by matching the voltage pattern to the 

inverter's algorithm. If the pattern is sufficiently 

sophisticated, FJ can be relatively effective in 

islanding prevention when used with single inverters. 

This method is believed to lose effectiveness when 

used in conjunction with many inverters that use the 

same algorithm. The primary weakness of the FJ 

method is that it, like the impedance measurement 

and frequency bias methods, loses effectiveness in 

the multiple inverter case unless the dithering of the 

frequency is somehow synchronized. If not, the 

variations introduced by the multiple inverters could 

act to cancel each other out, resulting in detection 

failure. It is thought that this method should have 

almost no NDZ in the single-inverter case, due to its 

similarity to impedance measurement. [6]  

2.2.2.9. Mains Monitoring Units with Allocated 

All-pole Switching Devices Connected in Series 

(MSD). Also called (ENS).  

This method is depends on two independent 

automatic isolating facility, diverse parallel mains 

monitoring devices with allocated switching devices 

connected in series in the external and neutral 

conductor. This two switching devices in series are 

controlled independently. There are some of methods 

used for islanding detection with this method such as 

an impedance detection method with additional 

over/under voltage and frequency trips. These 

independent units continuously monitor the quality of 

the connected grid by monitoring voltage, frequency 

and impedance. The redundant design, as well as an 

automatic self-test before each connection to the grid, 

provides an improvement in the reliability of the 

method. The  redundant  design  and  regular  self-

tests  on  inverter  startup  allow  the user  to install 

the unit without the need for periodic checks to 

determine if the anti-islanding circuitry is functional. 

There are some drawbacks for this method such as 

for the multiple inverter situations, eventually there 

will be enough units connected to the same utility 

branch where their ENS injections will interfere with 

another or interaction of multiple units causing false 

trips. [6]  

2.2.3. Hybrid detection techniques  

These methods apply both active and passive 

methods for islanding detection. The active methods 

technique is applied when the islanding is suspected 

by the passive methods technique. Some of hybrid 

techniques are discussed as follow: 

2.2.3.1. Technique based on positive feedback 

and voltage unbalance    

This method uses the positive feedback method as 

an active technique combined with voltage unbalance 

method as a passive technique. Voltage unbalance 

condition is continuously being determined by 

monitoring the three phase voltage. In the case of 

load changing, islanding, switching action, the 

voltage spikes will be observed. Hence, the voltage 

unbalance is above its specified limits and the 

frequency of the DG will be changed. The frequency 

of the system will changed when the system is 

islanded. The unbalance can be calculated form this 

equation, [43]   

𝑉𝑜𝑙𝑡𝑎𝑔𝑒 𝑢𝑛𝑏𝑎𝑙𝑎𝑛𝑐𝑒 =
𝑉𝑛𝑒𝑔𝑎𝑡𝑖𝑣𝑒 𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒

𝑉𝑝𝑜𝑠𝑖𝑡𝑖𝑣𝑒 𝑠𝑒𝑞𝑢𝑒𝑛𝑐𝑒
    (9) 

2.2.3.2. Technique based on Voltage and 

Reactive Power Shift  

In this technique, the variation of voltage over a 

time is measured to get a covariance value this is 

represented as passive method which is used to 

initiate active islanding detection technique. [44] 



 

2.2.3.3. Technique based on voltage and real 

power shift  

This method uses an average rate of change as a 

passive method and a real power shift as an active 

method. Islanding detection can be made in this 

method for multiple DG units operating at a unity 

power factor by changing the real power of the DG. 

The active method is applied to detect the islanding 

when the passive method fails to detect it. [45] 

2.2.3.4. Hybrid SFS and Q–f islanding technique  

To improve the SFS method, Q-F curve can be 

used to reduce the NDZ. There are several of 

optimization methods can be applied to obtain the 

optimum SFS gain to reduce the NDZ. The q-f droop 

curve method is then used for the improving of the 

SFS method. [46-47] 

2.2.3.5. Hybrid SMS and Q-f islanding technique  

To improve the SMS method, Q-F curve can be 

used to reduce the NDZ. There are several of 

optimization methods can be applied to obtain the 

optimum SMS gain to reduce the NDZ. [48]  

2.2.4. Computational intelligence based 

techniques  

There are several types of artificial intelligence 

methods that can be applied to improve and rapidly 

detect islanding. In this section, the use of intelligent 

classifiers is investigated. 

2.2.4.1. Artificial neural network (ANN) 

ANN has been widely used as a solution for 

various engineering problems. This method 

implement the mathematical model instead of a 

natural neural network in which all useful 

information and data memory are contained in the 

brain. An ANN is a network of nodes or neurons 

analogous to the biological synapse. Multi-layer feed 

forward networks are widely adopted for power 

system problems. The system data can be measured 

to identify any changes in it. The islanding can be 

detected with a high degree of accuracy and high 

quality factor of load performance. [49-51]  

2.2.4.2. Probabilistic neural network (PNN) 

PNN is based on a Bayesian classifier technique 

that is used in classical pattern recognition 

applications. Input, pattern, summation and output 

layer are the four layers that the PNN is consists of, 

where each of them has its own function. It is 

effective and reliable for islanding detection because 

of the simulation model and real time digital 

simulator test. [52-53] 

2.2.4.3. Artificial immune system (AIS) 

AIS can be used for islanding detection that it 

based on two modules. T-module used to detect the 

islanding condition. B-module used to improve the 

detection coverage space. This method is effective in 

islanding detection. [54-58]  

2.2.4.4. Decision trees (DT) 

DT was trained in the simulation on a particular 

pre-fault operating point. It has limitations such as 

the dependence of the threshold on the splitting 

criteria and it is a complex task and affects the DT. 

[59-61]  

2.2.4.5. Fuzzy logic (FL) 

Fuzzy Logic (FL) has emerged as a promising 

tool for modeling a system that is not well defined by 

mathematical formulation. FL represents the expert 

human knowledge in the form of linguistic variables 

called fuzzy rules. Fuzzy logic control has also been 

applied for islanding detection problems. It has some 

of constraints such as, it is highly abstract, and the 

heuristic need for experts for rule discovery, lack of 

self-organization and self-tuning mechanisms that is 

necessary for the other intelligent methods. [62]  

3. Conclusion 

In this paper several techniques for islanding 

detection have been presented. These techniques can 

be classified into two groups depending on their 

location in the DG system: remote and local 

techniques. In the first group the detection algorithm 

is located at the grid side, whereas in the second 

group the detection method is located at the inverter 

side. Additionally, the local techniques can be 

divided into passive ones, which are based on 

parameter measurement, and active ones, which 

generate disturbances at the inverter output. Finally, 

the advantages and disadvantages about these 

methods are mentioned. 
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