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Abstract: Information security in Wireless Body Area
Networks (WBAN) is required to maintain confidentiality,
integrity and privacy of a person’s health data. Bio-
signal like Electrocardiogram (ECG) has patient’s
sensitive information and needs secure transmission. The
WBAN sensors have limited resources and hence the
traditional cryptographic algorithms are not suitable.
Compared to asymmetric (public-key) cryptography,
symmetric (private-key) cryptography provides good
efficiency in terms of energy because of its less
computational requirement. In private-key cryptography,
the lightweight block ciphers which are small in block
size and key size are suitable for WBAN to meet the
energy efficiency and security concerns. This paper
investigates the energy efficiency performance of the
lightweight block ciphers PRESENT (80,128) and AES
while transmitting feature extracted ECG data using
TelosB mote running Contiki OS. The implementation
and analysis result show that the PRESENT cipher
achieves good energy efficiency and is well suitable for
low profile sensor nodes in WBAN.
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1. Introduction

Wireless Sensor networks are used in many
application areas. The application areas are: medical
and non-medical. The sensors used in medical areas
can be wearing by the person or implanted in the
body. With these recent developments in wearable
medical sensors, WBANSs help to collect human
related vital information like Electrocardiogram
(ECG), Blood sugar, Blood pressure (BP), Oxygen
level (Sp0O2), activity tracking and so on. Since the
data related to human personal information, WBANS
pose certain challenges in both security and privacy.
The Health Insurance Portability and Accountability
Act (HIPAA) [1] mandates that the data collected
from the human body by using the medical sensors
should be kept secure against unauthorized access or
from eavesdropping. Efficiency of WBAN in
medical industry and the requirement of information
security in WBAN are discussed in [2-3].The main
challenge is to transmit the acquired signals securely
with low power.

Traditional encryption mechanisms is not applicable
for the environments like resource constrained
WBANS. Designing a cryptographic algorithm for
WBAN needs less computation for low energy
consumption and also to achieve the desired security.
Symmetric (Private-key) cryptography consumes low
memory than asymmetric (Public-key) cryptography
and it is quite opted for such low resource
environments [4-5].Recently many lightweight block
ciphers have been designed for resource constrained
devices [6-10]. The extensive survey on lightweight
block ciphers shows that the PRESENT cipher
consumes less memory and register area in both
hardware and software environment and at the same
time offers better power efficiency [11-13]. This
paper deals with the implementation and analysis of
PRESENT block cipher in MSP430 processor
running in TelosB mote working on ContikiOS and
its performance is compared with the popular AES
algorithm. Contiki OS is an open source and multi-
threading operating system for energy efficient
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Fig.1. Architecture of secure ECG transmission in
TelosB

embedded systems and wireless sensor networks
[14]. It runs on cooja simulator which permits the
emulation of real hardware platforms. The system
implementation architecture used in this work is
shown in the Figl.

Recently there has been a lot of research interest in
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WBAN for healthcare and entertainment. In [15]
performance of WBAN in medical field and the
requirement of security were analyzed. VVarious types
of devices, data rates, security requirements,
bandwidths, energy requirements, and interferences
have been surveyed and an extensive research in the
field of WBAN has been conducted. The authors in
[16] proved that the timing information of heart beat
can be used as a biometric trait and hence the ECG
signal has been demonstrated for the same. The
feature like QRS can be derived from the ECG
signal and can be used for securing the key
distribution. Authors in [17] developed an algorithm
for the real time QRS detection in ECG waveform.
The QRS edges are based on slope, width and
amplitude of the raw ECG signal. Due to various
interferences available in the ECG signal, the digital
bandpass filter is used to reduce false positives,
thereby improves detection sensitivity.

The control unit and the radio unit are considered as
the primary sources of energy and power overhead in
WSN security design. The authors in [18] proposed
a lightweight security scheme for WBAN along with
a new microcontroller design. The symmetric key
cryptographic technique used in this work supports
confidentiality, integrity, and authentication and
replay protection. A threat model is created in the
WBAN communication model and tested against
eavesdropping, inserting, deleting etc. Their
proposed system also shows that the energy
consumption of the microcontroller is greater than
the radio. The new microcontroller design was made
with the replacement of MSP430F1611 controller
with a custom processor that runs AES in all modes
of operation (AES-CTR, AES-CBC and AES-
CCM). This customized microprocessor design
needs lesser clock cycles when compared with the
other works that use AES for security analysis.
Additionally, the memory, cost and power for
encryption are shown to be less compared to the
previous works.

The authors of [19] proposed a hybrid way of key
generation for inter-WBAN and intra-WBAN
communication. Initially the secret key is preloaded
and the remaining keys are generated using
biometrics. The proposal is compared with BARI+
protocol in terms of memory overhead,
communication overhead and energy consumption.
The results showed that the energy consumption is
higher due to key refreshment phase than BARI+.
The energy cost of the lightweight ciphers
implemented on an FPGA platform is discussed in
[20]. It is observed that if the data path increases
faster, the supply voltage decreases causing an
impact on throughput which decreases non-linearly.
The authors in [21] implemented AES and 11
lightweight block ciphers on cadence tool and
modelSIM simulator. It is observed that the use of
affine transformations consumes very less area when

compared to isomorphic transformations. The results
suggest that the number of bit toggles during
execution of ciphers directly affects the dynamic
power dissipation and hence based on this, energy
consumption of the ciphers can be calculated.
Lightweight block ciphers and their implementation
in both hardware and software are discussed in [11]
[21].The authors have suggested that the PRESENT
cipher is best suited for hardware environments in
terms of least memory (RAM), area occupation and
power efficiency. The software performance analysis
was done on LED, Piccolo and PRESENT cipher in
x86 architecture. In that, Piccolo and PRESENT are
reported to show better software speed on Core i3-
2367M, Core 2 Duo P8600 (Core micro
architecture) and XEON X5650 processors. The
above survey of lightweight block ciphers, suggest
that the PRESENT lightweight block cipher
algorithm is well suited for resource constrained
environments and also it supports hardware or
software platform implementations.

This paper analyzes two widely used symmetric-key

algorithms: PRESENT (80,128) and the AES and

determines the suitability for WBAN environment.

The major contributions in this paper are:

e Extraction of ECG signal features by Pan-
Tompkins algorithm. The extracted features are
given as input to the selected ciphers.

e Encryption of extracted features of ECG signals
using PRESENT and AES cipher in TelsoB
mote and broadcast to the server.

e Performance comparison such as power
consumption, memory requirement, duty cycle
and throughput for the radio during encryption
in TelsoB for both the algorithms and also
determine its suitability for resource constrained
WBAN environment.

The paper is organized as follows: Section 1

introduce the work undertaken in this paper along

with the discussion on the related works in literature.

Section 2 discusses the need for ECG features

extraction and the details of the same. In Section 3,

the block ciphers used for the encryption of ECG

parameters are explained. Section 4 explains the
experimental implementation using TelosB for
secure ECG transmission. In Section 5, the
performance analysis such as power efficiency and

CPU cycles needed for the process are compared for

the implemented algorithms and Section 6 highlights

the conclusions derived from this work.

2. ECG feature extraction

ECG is a primary tool used for diagnosis of
human body functionality [22]. ECG signal differs
from each person’s by size, location and shape of the
heart. Real-time ECG recording device records the
ECG signal of the heart by fixing the electrodes on
the patient's limb and chest and the results are
investigated by the clinician. The ECG electrodes



are 12-lead or 3-lead type. ECG signals captured
from the sensor in a WBAN undergoes some low
power data processing and then is wirelessly
transmitted to the end server by heterogeneous
devices like Wi-Fi, Bluetooth, Zigbee etc. In such
wireless transceiver systems, the major power
consumption occurs for continuous transmission of
ECG signals. Hence a preliminary ECG signal
analysis followed by feature extraction and
digitization is required. This data conversion will
reduce the energy and power consumption in the
sensor node. ECG signal feature extraction
parameters (amplitude and intervals) help in cardiac
analysis of each person. Since these values are
human sensitive, they need to be securely
transmitted using encryption and decryption.

2.1. ECG Data

The datasets used for this work are taken from MIT-
BIH Normal sinus Rhythm database. The reading
has been taken from different leads and is shown in
the fig.2. In this work, five seconds dataset is taken
for feature extraction. The common features
(P,Q,R,S,T) are extracted using Pan-Tompkins
algorithm. Raw ECG signals need to be pre-
processed in order to reduce noise and to improve
signal to noise ratio. The Pan-Tompkins algorithm
is used for the same [24].
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Fig 2. ECG signal from MIT database

2.2. Pan-Tompkins algorithm

The parameter QRS complex from an ECG signal is
extracted using Pan-Tompkins algorithm [24]. It
extracts the QRS complexes based on amplitude,
interval and slope. The bandpass filter used here
increases the detection sensitivity thereby reduce
false detections. In this work, the datasets are taken
for healthy persons ECG only [25]. Fig.3 explains
the ECG signal feature extraction using Pan-
Tompkins algorithm.

The raw signal is passed to digital band-pass filter
which is cascading of high-pass and low-pass filters
in order to attenuate the noise. This filter design is
based on integer arithmetic and hence the
computational power for QRS detection is less.
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Fig.3. ECG feature extraction using Pan Tompkins
algorithm

Equations (1) and (2) are used for low-pass filter
design [24].
The second-order low-pass filter transfer function is
given by
(1-z°)
H(z)=——= -1
@ == )
The difference equation of the filter is
y(nT) =2y(nT =T)—y(nT —2T) + x(nT) -
=2X(nT —6T) +x(nT —12T)
Where, T is the sampling period and the cutoff
frequency is about 11 Hz and the gain is 36.
The output of first-order lowpass filter is subtracted
from the output of all-pass filter. The transfer
function and the difference equation for such a high-
pass filter is given in (3) and (4)
(-1+3227% +27%)
H(z) = -3
( ) (1+ 2—1)2 ( )
y(nT) =32x(nT =16T) —[y(nT -T) - 4
+X(nT) —x(nT —32T)]
The lower cutoff frequency of this filter is about 5
Hz, the gain is 32, and the delay is 16 samples [24].
After filtering, most of the signal left is QRS
complex only. The filtered signal is then
differentiated to highlight the slope of the QRS
complex. Here five point derivatives is used for the
transfer function. The differentiators equations are
given in (5) and (6) are
(a/81)
H(z) =
(@) (-2 -2z1+27' +7%)
The difference equation is
y(nT) =(@/8T)[-x(nT —2T) —2x(nT —-T) -(6)
+2xX(NT +T) +x(nT +2T)]
The filtered signal is passed to squaring and is
shown by the equation (7)

y(nT) =]x(nT)F* -(7)
This function will emphasize the high frequency
signal which is the QRS complex from the derivative
function. The slope of R waveform is extracted using
moving window integration and is given in the
equation (8) as,

-(9)



y(nT) =@/ N)[x(nT —=(N =1T) -(8)

+X(NT = (N =DT) +.... + X(Nt)]
where N is the number of samples within the
integration window. The width of the moving
window integration should be greater or same as the
QRS complex duration. If the window is too wide,
the QRS and T wave will merge together and lead to
error signal. The five features over six periods are
extracted namely, Heart rate, P-R interval, P-P
interval, R peak and the QRS complex. These
features are then given as a input to the symmetric
ciphers for secure transmission.

3. Block ciphers

This section discusses about the selected block
ciphers used for implementation and analysis in this
paper. The lightweight block ciphers are selected for
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Fig. 4. PRESENT Cipher algorithm

with each S-box allowing 4-bit as input. The
algorithmic steps are same as in Fig.4. However the
Key scheduling is different for PRESENT-128 and
is as follows:

[k127K126 ...K1Ko ]

31 round

| Key update |

ik

[KeeKes -..Kssks7]

their better energy efficiency and reduced power [Ki27K126KisKi2a] = [Kiz7 Kize Kizs Kiz4]
consumption. The encryption parameters of the [Kizskizokizikizo] = S[KizsKizzKi21Ki20]
ciphers considered in this paper are listed in Table.l [Keokeskeskeskes] = [KesKesKeaksaksz] €D
TABLE | round counter
CIPHER PARAMETERS 3.2. AES-128 cipher

] Block The Advanced Encryption Standard (AES)- Rijndael
Cipher length ey length  Rounds is accepted as a standard encryption method by
PRESENT -80 64 30 31 National Institute of Standards and Technology
PRESENT-128 64 128 31 (NIST) in U.S.AES also comes under substitution-
AES-128 128 128 10 permutation network. It uses 128-bits of plaintext as

3.1. PRESENT - 80 cipher
Among many light weight block ciphers, the cipher
which is most secure and lightweight is PRESENT.
This cipher is designed for low resource constrained
applications like RFID tags and low power sensors.
Also, the International Organization for
Standardization and the International Electro-
technical Commission (ISO/IEC 29192-2:2012)
have announced the PRESENT cipher as a new
international ~ standard  under  lightweight
cryptographic method [12]. PRESENT cipher can be
implemented in TelosB mote because of its low
memory consumption and better hardware
efficiency. PRESENT cipher is based on
substitution-permutation network. It has 64 bit input
data and 80 bit key size and has 31 rounds. It uses a
4x4 bit S-box with 16 S-box allowing 4 bits as
input. Fig.4 shows the algorithmic description of the
cipher [25].
Key scheduling in PRESENT-80 is as follows
[K79,K7s,...K1Ko] = [Kis,K17,. .. K20,K19]
[K79,K78,K77,K76] = S[K79,K7s,K77,K7s]
[K19,K1s,K17,K16,K15] = [K19,K1s,K17,K16,K15] B
round_counter

3.2. PRESENT -128 cipher

PRESENT-128 has 64 bit input data and 128 bit key
size and involves 31 rounds. It also uses the 4-bit to
4-bit S-box as in PRESENT-80.1t has 16 S-boxes

16 bytes. AES has 10 rounds for 128-bit keys. Each
round has different keys and it is calculated from
original key. The steps in AES are, AddRoundKey,
SubBytes, ShiftRows and MixColumns. This cipher
is best suited for 8-bit architectures because of its
byte-oriented operation. Fig.5. shows the algorithmic
description of AES.

Key
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Substitution bytes

Add round key

Ciphertext

Round key 2

Round key n

Fig. 5. AES algorithm

3.3. Security strength of the ciphers
The resilience of a cipher to attacks shows its
security strength. When a cipher faces many attacks



from its date of launch and still is resistant against
the attacks, it is considered as a good cipher. Most of
the cryptanalysis starts at reduced-round version of
the cipher and is then extended to full cipher.

The best known cryptanalysis of PRESENT-80 is
16-rounds attack by differential cryptanalysis using
chosen plaintext attack [26]. Related key attack was
done in PRESENT-128 and the attack reaches up to
17 rounds of the cipher [27]. Differential
cryptanalysis attacks with public S-boxes recovered
80-bit key at the 12th round of the PRESENT-80
with lesser time and data complexity [28]. Currently
PRESENT-80 and PRESENT-128 are running on 31
rounds, respectively. Thus, both of them are not yet
breakable.

The best known cryptanalysis of AES-128 is
chosen-plaintext attack that breaks seven rounds out
of the 10. Biclique cryptanalysis on full AES-128
version increases the time complexity [29]. Another
well known cryptanalysis of AES-128 is meet-in-the-
middle attack on 7 rounds which takes very less time
and complexity [30] and an improved meet-in-the-
middle attack in [31]. The attack on AES-128 is
Impossible differential attack up to 7 rounds is
proposed in [32]. The side-channel attack recovers
all 128 bit key in 6-7 blocks of plaintext/ciphertext
with minimal operations when compared to previous
side-channel attacks [33]. Still AES full version is
unbreakable in all the key sizes (128-bit, 192-bit,
256-bit), and this cipher is considered as a standard
reference among all the block ciphers.

4. Experimental setup

The ECG signal from the database is feature
extracted and given as an input to the ciphers for
secure transmission using TelosB sensor mote.
Telosb is IEEE 802.15.4 standard with a low power
microcontroller TI MSP430 of 8 MHz and CC2420
radio chip. It has features of Zigbee with 250kbps
data rate and with ISM band. It has incorporated
sensor suites like temperature, humidity and light
sensors, which runs TinyOS or Contiki OS. Fig.6
shows the experimental setup for the process. Here
two TelosB motes are used as source and sink with a
distance of 30cm between them [25].
There are many operating systems available for
Zigbee mote and selecting the best OS is of great
challenge. One of the popular lightweight operating
system is Contiki. Contiki is an open source
operating system based on C programming language
and connects low power sensors to the cloud
environment. It runs on 8 bit processor, footprint not
higher than 4KB of RAM and very low power
consumption of 10 mW makes it suitable for
memory constrained systems [34-35]. In this
experimental setup, Contiki OS is installed in the
system and the TelosB mote can easily been ported.
The Cooja simulated mote is compiled and executed
in the Contiki OS.
The ECG transmission using RIME protocol is

Fig. 6. Experimental setup

shown in the Fig.7 and Table.ll describes security
notations used in the overall process.
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Fig. 7. Secure ECG transmission using RIME protocol

Step 1: Normal sinus rhythm ECG data's from MIT
physionet database is taken and its features are
extracted using Pan Tompkins algorithm.

ECGpr(ECGi) = ECG’=(HR,PP,PR,RR,QRS);

for i=1 to N, where N is the number of ECG data
set from the database.

Step 2: The extracted features are then encrypted
using PRESENT cipher (80,128) and AES-128 with
the secret key Ky

Xi= E [ECG’;, K¢] for i=1toN

Step 3: The encrypted data from the transmitter is
then broadcast using RIME protocol through PHY
and MAC layer.

Encapsulation function Trme(X) represents the
overall processing of both layers.

Step 4: The broadcast data is then received at the
receiver and the de-capsulation function is applied to
recover the transmitted bits. Let Y be the bits
received at receiver PHY layer. Transmitted bits can
be estimated as

X = Trme(X)



TABLE Il
SECURITY NOTATIONS

Notations Description

ECG Raw ECG data from the physionet database

Kx Secret key between the transmitter and receiver

ECGrr(ECG) ECG feature extraction using Pan Tompkins algorithm

ECG’ Feature extracted parameters using Pan Tompkins algorithm

HR The extracted Hear Rate value

PP The extracted PP interval value

PR The extracted PR interval value

RR The extracted RR interval value

QRS The extracted QRS value

E(ECG’,Kx) Encryption function of ECG’ using secret key

X Encrypted output at the transmitter

Trime(X) Encapsulation function which represents the impact of PHY and MAC process using
RIME protocol

T1rime(X) Decapsulation function which represents the impact of PHY and MAC process using
RIME protocol

X, Estimated received bits

D(X,;,Ky) Decryption function of Xi using secret key

@ Recovered ECG data

Step 5: The original data is thus recovered at the
receiver by decryption function.

CGi = D(X,,Ky)

5. Performance analysis and comparison

The selected cipher’s encryption and decryption
program runs in Rime protocol in broadcast mode of
operation in Contiki. There are many applications
available in Contiki OS. One such application is
powertrace and can be used in all modes of operation
(Broadcast, Unicast, etc) and is used to estimate
energy and power consumption. Simulation
parameters used in the work are listed in Table.lll.

TABLE Il
SIMULATION PARAMETERS

Parameter Value
Radio Medium Unit Disk Graph

Medium
Mote type/start-up delay Tmote sky/ 1000ms
MAC layer CSMAJ/CA
Bit rate 250kbps

Radio duty cycling NULLRDC
Node transmission range ~ 50m

Node carrier sensing 100m
range

Transmitter/Receiver ratio  100%
Protocol RIME

5.1. Energy and Power analysis

The powertrace application calculates the power
of the node in each stage. The stages are CPU usage,
RADIO-TRANSMIT, RADIO-LISTEN, IDLE-
RADIO LISTEN and IDLE-RADIO TRANSMIT.
The energy consumption (mJ) is calculated using (9)
Energy_consumption =

Energest_valuexCurrentxVoltage - 9)
runtime

The power consumption (mW) is calculated using
(10)

Power consumption =
Energy_ consumption - (10)
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Fig. 8. Energy consumption of block ciphers running on

TelosB mote
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Fig. 9. Power consumption of block ciphers running on
TelosB mote

where the “Energest_value” denotes the number of
cycles between two radio time instants, the “current”
value for all radio stages are given in Sky mote
datasheet [36-37] and the “voltage” is 3V. The
“runtime” is the time interval the measurements are
taken and it is set to 8ms here and “rtimer” has a
value of 32768 ticks per second for greater time
resolution and real-time interrupts.

The cipher's energy and power consumption during
encryption and decryption are compared in Fig.8 and
Fig.9, respectively. The energy comparison reveals
that energy consumption for PRESENT 80 bit and
128 bit key is almost similar for encryption and
transmission and it is less when compared to that of
the AES cipher. The difference lies in the size of the
key and the variation occurs in the range of 23-
24ms. AES and PRESENT-128 has key size of 128
bit, whereas PRESENT-80 is 80-bit key. The key
scheduling process consumes more energy and
power for AES and PRESENT-128, however it is
within acceptable range for low power devices.

5.2. Dutycycle and Memory analysis

The contiki OS will implement the duty cycling of
radio on IEEE 802.15.4. In Low power listening
mode, the receiver will keep ON to poll the available
radio medium for its operation. If any of the nodes
are synchronized, the duty cycling protocol will set
up a schedule between the nodes for communication.
When the Rime protocol turns the radio 'ON' and the
neighbour nodes can start sending packets to the
other nodes. The duty cycle in (%) for transmitter
and receiver can be calculated using equations (11)
and (12) where the terms Energest TXD,
Energest_ RXD, Energest_ CPU and Energest_LPM
denote the number of cycles in a consumed in each
time period, over which the transmitter, receiver,
CPU and LPM ( listen power mode) are active,
respectively. The number of active cycles of the
transmitter includes encryption as well as the cipher

data broadcast as per the MAC. Similarly the
number of active cycles of the receiver includes
cipher data reception and the decryption process.
Duty cycle for transmitter is calculated as

Transmitter_Dutycycle =
Energest_TXD - (12)

Energest_ CPU + Energest_ LPM

Duty cycle for receiver is calculated as

Receiver_Dutycycle =
Energest_ RXD - (12)
Energest_CPU + Energest_ LPM

The duty cycle plots for the transmitting mode and
the receiving mode shown in Fig.10 and Fig.11
show that PRESENT-80 and PRESENT-128
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Fig. 10. Encryption Throughput of block ciphers in
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perform almost similarly and consume lesser number
of cycles when compared to the AES-128 cipher.
Lower duty cycle is indicative of better power
efficiency.

Since WBAN have low power sensors, it is essential
to check the memory consumption of Contiki OS
based application implementations. Table.lV shows
the memory consumption of the ciphers in
ContikiOS. Here the parameter “Text” denotes the
code and read-only data, ”Data” denotes read-write
value, “Bss” denotes the uninitialized data , “Dec”
sums up the Text, Data and Bss and “Hex” is the
hexadecimal value of “Dec”. The flash memory
consumption of the ciphers will be Text+Data, and
RAM consumption is Data+Bss [25].

5.2. Throughput

The speed at which the bits are processed during
encryption and decryption can be referred to as the
encryption and decryption throughputs in bits/second
and are derived by considering the processed input
block size and the count of CPU cycles required for
the same. In the present setup the clock frequency is
8 MHz.

The encryption throughput shown in Table.V shows
that the AES cipher processing speed is higher than
PRESENT(80,128), mainly because of the larger
input block size used per operation. The key size has
a moderate influence on the throughput value.
Similar observations are noted for decryption also.
However the decryption speed is seen to be almost
double the encryption speed. The decryption
throughput is shown in Table.VI. Decryption is the
inverse process of encryption. However, the inverse
operation is applied to all round sequences. But
Allroundkey does not require inverse operation
because the XOR operation is its own inverse. It is
also observed that AES has a higher throughput than
PRESENT cipher. This indicates that the PRESENT
cipher requires almost twice the duration as
compared to AES for encryption/decryption of the
same given data. The encryption and decryption
throughput speeds are compared pictorially in
Fig.12. for all the three ciphers.
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Fig. 12. Throughput of encryption and decryption in
ContikiOS

TABLE IV
MEMORY CONSUMPTION OF BLOCK CIPHERS IN CONTIKIOS
(BYTES)
Cipher Text DATA  Bss

PRESENT 25490 172 5858 31520 7h20 25662 6030

-80

PRESENT- 25634 172 5858 31664 7hbb0 25806 6030

128

AES-128 26536 682 6238 33456 82b0 27218 6920

TABLEV

ENCRYPTION THROUGHPUT OF BLOCK CIPHERS IN
CONTIKIOS

Block Throughput

Encryption  Encryption

Cipher size - (cycles/sec)
(bits) (cycles) (cycles/bit)
PRESENT - 64 20063 313.48 25520
80
PRESENT- 64 20048 313.25 25538
128
AES-128 128 20126 157.23 50880
TABLE VI
DECRYPTION THROUGHPUT OF BLOCK CIPHERS IN
CONTIKIOS
Block . . Throughput
Cipher size Encryption Encryptlc_)n (cycles/sec)
- (cycles) (cycles/bit)
(bits)
PRESENT - 64 10399 162.48 49236
80
PRESENT- 64 10367 161.98 49388
128
AES-128 128 10394 81.20 98522

6. Conclusion and Futurework ] ]
The proposed framework in this paper investigates

the energy efficiency performance of the lightweight
block ciphers PRESENT-80 and PRESENT-128 and
compares them with the benchmark AES-128, while
transmitting feature extracted ECG data using
TelosB mote running ContikiOS. The TelosB
platform provides a WBAN environment of working
with a power and memory constrained device. The
implementation in hardware and the subsequent
power consumption and transmit/ receive duty cycle
analysis suggests that the PRESENT cipher can
achieve good energy efficiency which is better than
the AES cipher. The memory requirement
comparison also shows the feasibility of PRESENT
implementation in low form factor and lesser
memory sensor motes. However AES has the
advantage of higher throughput than the PRESENT

Dec Hex Flash RAM



cipher.

Hence it can be concluded that the

PRESENT cipher is a preferable option for

implementation in

low form factor, resource

constrained hardware. The future work would focus
on carrying out the side channel cryptanalysis of
PRESENT cipher and AES in TelosB platform.
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